Sage Pay system upgrade — phase 2: 
Technical information


1) You have hard-coded Sage Pay IP addresses within your website/shopping cart
Action: We strongly recommend not hard-coding in the future if you can avoid it. Instead, use the domain names in the table below.


2) You have cached your Sage Pay DNS entries
Action: Ensure you have the latest DNS records
Local caching: You may need to flush your local DNS cache
For more information about flushing your local DNS cache, please refer to the following:
Windows 2000,XP,2003:To clear your DNS cache in Windows XP, at the command prompt enter: ipconfig /flushdns
Windows 95, 98, Me, NT: In Windows 95, 98, Me, and NT, there is no DNS cache to flush.
Linux: The command rndc flush should clear the dns cache.
PHP/Coldfusion/Java/cURL: PHP, Coldfusion, Java, and cURL have their own DNS cache. To submit your VSP Server or VSP Direct transactions you may need to flush the local DNS cache within PHP, Coldfusion, Java or cURL. For more information about this, please refer to the website for each environment.
If you find that flushing the DNS cache does not work, you may need to reboot the server.
External caching: It is also possible that your Internet Service Provider (ISP) is caching DNS records. In this case, you will need to speak directly with your ISP to ensure they have the most up-to-date DNS records.


3) You have firewall rules in place to only accept access to and from your systems from specific IP addresses
Action: Allow port 443 traffic to and from the IP addresses in the table below.


DNS changes 

	Test.sagepay.com

	From: 195.170.169.135
	To: 195.170.169.8

	
	

	Live.sagepay.com

	From: 195.170.169.136
	To: 195.170.169.9

	
	

	System generated emails

	From: 195.170.169.133
	To: 195.170.169.6




IP addresses to allow for those with IP restrictions or firewalls

	195.170.169.6

	195.170.169.8

	195.170.169.9

	195.170.169.10

	195.170.169.11

	195.170.169.12

	195.170.169.13

	195.170.169.14

	195.170.169.18
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